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Notice Regarding Unauthorized Access at a Consolidated Subsidiary's System and 

Personal Data Breach 

PARK24 CO., LTD. has confirmed unauthorized access by a third party to the web system of the Times 

CAR car-sharing service operated by our consolidated subsidiary, TIMES MOBILITY CO., LTD. ("Times 

Mobility"), resulting in the breach of certain personal information held by the Group. 

We sincerely apologize for the significant inconvenience and concern caused to our customers, business 

partners, and all other stakeholders.  

 

1． Background 

At 9:07 a.m. on Friday, September 25, 2026, Times Mobility detected unauthorized access to its 

system and immediately launched an investigation. As a result of our subsequent investigation, we 

confirmed that an unauthorized third party had gained access to our systems and viewed or 

improperly obtained certain personal information held by the Group. 

To prevent further harm, by 7:25 a.m. on Saturday, September 26, we had blocked the access 

route used in the incident and communications from the source of the attack. We also confirmed that 

the route could no longer be used to access the system. 

 

2． Personal Information Affected 

The personal information confirmed to have been breached as of this date is as follows. 

(1) Affected Customers 

Approximately 6.6 million accounts 

・ Current and former Times CAR members (including applicants who applied for 

membership but whose enrollment was not completed for any reason)  

・ Current and former Times Business Service members 

(2) Categories of Personal Information Affected 

・ Name 

・ Department name (for corporate members) 

・ Address 

・ Date of birth 

・ Telephone number 
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・ Email address 

・ Driver's license information 

・ Identity verification document information (including images of driver's licenses) 

・ Passwords*1 

・ IDs of external partner services*2 

*1 Passwords are stored in a non-reversible format, and therefore there is no risk that member 

accounts will be improperly used based on this information alone. 

*2 IDs associated with third-party services, including the JR West Group membership service 

"WESTER ID" and eight other services (nine services in total). 

(3) Other Information 

We have confirmed that no credit card information was breached. Passwords are stored in a non-

reversible format, and we have not identified any evidence that passwords themselves were 

exposed in a form that could be recognized or used by unauthorized third parties. As of this date, 

we have found no evidence that the information has been made publicly available or misused as 

a result of this incident. 

 

3． Response by PARK24 and Its Subsidiary 

An external specialist is conducting a forensic investigation to determine the cause and scope of 

the incident. We are also taking the necessary steps, including reporting the incident to the 

Personal Information Protection Commission and the police. If the investigation identifies any new 

facts or impacts, we will promptly notify affected parties and provide updates on our website and 

through other channels. We will individually notify the affected individuals in due course. As of the 

date of this announcement, no impact on service operations resulting from this incident has been 

identified, and all services continue to be provided as normal. 

 

4． Remedial Measures and Future Preventive Actions 

Regarding our recurrence prevention measures, we will provide a further update outlining the 

measures already implemented, the medium- and long-term measures to be implemented going 

forward, and the expected timeline for their implementation. 

 

5． Impact on Financial Results 

We are currently assessing the impact of this incident on our financial results. We will promptly 

disclose any material impact identified. 

 

 

 


